1. GENERAL PROVISIONS

This document provides information on how our company GFl, a.s., with its registered office at
Brnianska 49, 811 04 Bratislava, Company ID No.: 36 735 230, registered in the Commercial Register
of the Bratislava Ill District Court, Section: Sa, Insert No.: 4075/B, as the controller (hereinafter
referred to as “we” or “the company” in the appropriate grammatical form), processes personal data
obtained from natural persons, from other controllers about natural persons and in other ways, and
how the company further handles and protects such personal data.

We process personal data in accordance with Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing
of personal data and on the free movement of such data (General Data Protection Regulation)
(hereinafter referred to as “GDPR”).

2. PERSONAL DATA CONTROLLER AND CONTACT DETAILS

The controller of personal data obtained in connection with the provision of our services is:
GFl, a.s., with its registered office at Brnianska 49, 811 04 Bratislava, Company ID No.: 36 735 230

Controller’s contact details:
gfi@gfi.sk, tel. no.: +421 2 3214 1901

If you have any questions about this Information, about the use of personal data,
or if you wish to exercise your rights described in this Information, you may contact us by e-mail,
telephone, or in writing at the address of our company.

3. PURPOSE AND LEGAL BASIS OF PERSONAL DATA PROCESSING

Without processing your personal data, we would not be able to provide our services
in the required scope and quality, and the processing of obtained and provided personal data
is an essential part of our services.

Current legislation allows us to process your personal data on several legal bases,

and the processing of personal data may occur even without the consent of the data subject.
We do not process your personal data by means of automated individual decision-making.
The personal data we process vary according to the purpose of the processing and the nature
of the specific processing activity:

A) CONTRACTUAL RELATIONSHIPS

Legal basis for processing:

Article 6(1) (b) GDPR — processing is necessary for the performance of a contract to which the data
subject is a party (for example, a self-employed person — in the case of services provided by a self-
employed person)

Article 6(1) (c) GDPR — fulfilment of the controller’s legal obligations

Purpose of processing:

Processing of personal data when concluding contractual relationships, in particular with business
partners and/or service providers,

where the contracting party is a natural person (self-employed), and/or other contractual



relationships not related to the subject of services supplied by the company as a contractual partner;
and fulfilment of legal obligations (supplier obligations) under legal regulations:

Act No. 250/2007 Coll. on Consumer Protection (records of exercised rights of liability for defects),
the Civil Code (complaints).

Recipients of personal data:
contracting parties, auditor, attorney, executor

Retention period of personal data:
10 years from the termination of the contract

Providing personal data is not your obligation; it is a requirement for the purpose of concluding

a contract with the controller. If you do not provide it, the controller cannot conclude the contract
or ensure its performance. This also applies to the fulfilment of statutory obligations under specific
legislation.

B) REGISTRY MANAGEMENT

Legal basis for processing:

Personal data are processed in the public interest in accordance with Article 6(1)(e) GDPR

and legal regulations governing registry management and archival duties:

Act No. 395/2002 Coll. on Archives and Registries and on Amendments to Certain Acts, as amended.

Purpose of processing:
Registry management, recording of incoming and outgoing mail

Recipients of personal data:
Ministry of the Interior of the Slovak Republic, other authorized state authority

Retention period of personal data:
10 years

C) ACCOUNTING

Legal basis for processing:

Fulfilment of legal obligations pursuant to Article 6(1)(c) GDPR under the following laws, in particular:
Act No. 431/2002 Coll. on Accounting,

Act No. 461/2003 Coll. on Social Insurance,

Act No. 580/2004 Coll. on Health Insurance,

Act No. 595/2003 Coll. on Income Tax,

Act No. 222/2004 Coll. on Value Added Tax,

Act No. 43/2004 Coll. on Old-Age Pension Saving,

Act No. 650/2004 Coll. on Supplementary Pension Saving,

Act No. 462/2003 Coll. on Compensation of Income during Temporary Work Incapacity,
Act No. 152/1994 Coll. on the Social Fund,

Labour Code — Act No. 311/2001 Coll.,

Act No. 124/2006 Coll. on Occupational Safety and Health,

Act No. 381/2001 Coll. on Compulsory Motor Third-Party Liability Insurance,

Act No. 297/2008 Coll. on Protection against Money Laundering and Terrorist Financing.



Purpose of processing:

Fulfilment of statutory obligations in accounting;

fulfilment of the employer’s duties related to employment or similar relationships,
including pre-contractual relationships.

Recipients of personal data:

tax office, health insurance company, social insurance agency, pension management company,
labour inspectorate, supplementary pension company,

Central Office of Labour, Social Affairs and Family, auditor, attorney

Retention period of personal data:
10 years; employee personal files: 70 years

Providing personal data for this purpose is not your statutory obligation; however,
failure to provide them will result in the inability to provide services and at the same time
to comply with legal duties related to accounting.

D) LEGAL DISPUTES AND OUT-OF-COURT ENFORCEMENT OF LEGAL CLAIMS

Legal basis for processing:

A purpose compatible with the original purpose of processing,

where it is possible to assume the exercise or defense of legal claims of the controller

under the following laws:

Act No. 160/2015 Coll. Civil Dispute Procedure Code,

Act No. 162/2015 Coll. Administrative Judicial Procedure Code,

Article 9(2)(c) GDPR —if legal claims concern special categories of personal data under Article 9 GDPR,
Act No. 233/1995 Coll. Enforcement Code.

Purpose of processing:
Legal disputes and out-of-court enforcement of legal claims

Recipients of personal data:
Parties to the proceedings, other authorized entities such as attorney, executor,
debt collection company, court, law enforcement authorities, administrative offence body, etc.

Retention period of personal data:
5 years after the conclusion of the proceedings

E) REPORTING OF UNETHICAL OR UNLAWFUL CONDUCT (WHISTLEBLOWING)

Legal basis for processing:

Fulfilment of statutory obligations pursuant to Article 6(1)(c) GDPR

under Act No. 54/2019 Coll. on the Protection of Whistleblowers of Anti-Social Activities
and on Amendments to Certain Acts, as amended.

Purpose of processing:
Investigation of submissions related to whistleblowing of anti-social conduct



Recipients of personal data:
Parties to the proceedings, Office for the Protection of Whistleblowers,
Ministry of Justice of the Slovak Republic

Retention period of personal data:
5 years

Providing personal data for this purpose is not your legal obligation if you are the whistleblower;
however, failure to provide them may result in the inability to investigate the submission
in accordance with the law and to provide you with necessary protection guarantees.

F) NETWORK AND PREMISES SECURITY, CAMERA MONITORING

Legal basis for processing:

It is in the legitimate interest of the controller under Article 6(1)(f) GDPR and simultaneously its
obligation under GDPR to adopt appropriate security measures in order to prevent unlawful
processing of personal data and other information that must be protected within the controller’s
environment, to protect its property and the health of persons present in the monitored area.
Processing of personal data within network and premises security applies to persons present

on the premises and/or using the controller’s work equipment and/or connecting to the network
operated by the company and/or entering the company’s information systems in connection with the
provision of services.

Purpose of processing:
Network and premises security, including the protection of property, life, and health by means of a
camera system.

Recipients of personal data:
auditor, processor, attorney, authorized public authority (e.g. law enforcement or administrative
offence authority).

Retention period of personal data:
1 year (logging data, activity in information systems); camera recordings — 72 hours

G) CONTACT DETAILS

Legal basis for processing:

It is in the legitimate interest of the controller to process contact details of entities
with which it communicates or maintains business relationships;

in connection with Section 78(3) of Act No. 18/2018 Coll. on Personal Data Protection,
the employer provides or discloses personal data of its employees when necessary

in connection with the performance of work duties.

Purpose of processing:

Processing of contact details for the purpose of communication and effective operation of the
company

and provision of services.

Recipients of personal data:
communication participants



Retention period of personal data:
for the duration of the contractual relationship or validity of the contact details

H) REQUESTS OF DATA SUBJECTS

Legal basis for processing:

Fulfilment of statutory obligations pursuant to Article 6(1)(c) GDPR under:

Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data (GDPR),

Act No. 18/2018 Coll. on Personal Data Protection and on Amendments to Certain Acts.

Purpose of processing:
Processing of requests of data subjects exercising their rights under the GDPR.

Recipients of personal data:
data subjects exercising their rights, competent state authority.

Retention period of personal data:
5 years

Providing personal data for this purpose is not your legal obligation; however,
failure to provide them will result in the inability to properly process your request,
for example, to provide access to your personal data or to identify you for this purpose.

1) MARKETING

Legal basis for processing:

Legitimate interest of the controller under Article 6(1)(f) GDPR,
contract to which the data subject is a party under Article 6(1)(b) GDPR,
consent of the data subject under Article 6(1)(a) GDPR.

Purpose of processing:

Personal data are processed on the basis of the controller’s legitimate interest

to promote its activities, to inform about new products and events,

and to contribute to awareness of the company’s services and to its economic growth.
Details of personal data processing for marketing purposes will be defined individually,
depending on the chosen method (competition, newsletter, satisfaction survey, social media
campaigns, etc.).

Recipients of personal data:
social media platforms (if the activity is carried out there), processor (advertising agency, etc.)

Retention period of personal data:

for the duration of the relationship between the data subject and the company

and/or until consent is withdrawn and/or until the contractual relationship ends,

or if the data subject objects to direct marketing (e.g. receiving information about products or
services).

J) COMPLAINTS, GRIEVANCES, CLAIMS



Legal basis for processing:
Legitimate interest of the controller under Article 6(1)(f) GDPR.

Purpose of processing:

It is in the legitimate interest of the controller to ensure proper and timely handling

of suggestions, submissions, complaints, and claims, in order to improve the quality of services and
build the good reputation of the company.

Recipients of personal data:
parties concerned, service providers related to the subject of the submission.

Retention period of personal data:
5 years after settlement.

K) COMMUNICATION VIA SOCIAL NETWORKS

Legal basis for processing:
Legitimate interest of the controller under Article 6(1)(f) GDPR.

Purpose of processing:

It is in the legitimate interest of the controller to ensure effective communication with clients
via social networks, to receive their requests or feedback,

while presenting the company and creating a community of supporters and followers.

Recipients of personal data:

Personal data that are part of public communication on social networks

are publicly accessible in accordance with the profile settings of both the controller
and the data subject.

Retention period of personal data:
for the duration of the legitimate interest (i.e. while the controller is active).

Providing personal data for this purpose is not your legal obligation; however,
failure to provide them will result in the inability to properly respond to your request
or to identify you for this purpose.

4. TRANSFER TO THIRD COUNTRIES

Your personal data are not transferred to third countries outside the EU.

5. DATA PROTECTION

In accordance with applicable legislation, we have implemented, perform,

and maintain all necessary security, technical, and organizational measures,

internal controls, and processes to protect your personal data in line with the best business practices
corresponding to the potential risks for you as a data subject.

We also take into account the state of technological development in order to protect your personal
data against accidental loss, destruction, alteration,

unauthorized disclosure, or access.



These measures may include, among other things, appropriate steps to ensure the accountability
of employees who have access to your data, and training of employees.

Electronic data are stored in a protected database on a server that is owned by us
or dedicated to us. Personal data in paper form are stored in secured cabinets

on our premises. All databases containing personal data are protected

against damage, destruction, loss, or misuse.

6. RIGHTS OF THE DATA SUBJECT

When processing personal data, we respect the rights of the data subject.
Each individual whose personal data we process has rights related
to the lawful and fair processing of their data.

Right of access:

You have the right to access your personal data and obtain confirmation

as to whether your personal data are being processed.

If so, you have the right to receive information as set out in this notice

and access your personal data. You have the right to receive a copy of your personal data we hold
and to information on how we use them. In most cases, your personal data will be provided

in written form, unless you request another method.

If you request the information electronically, it will be provided electronically where possible.

If you repeatedly request the same information, the controller may charge a reasonable fee

to cover administrative costs.

Right to rectification:

You have the right to correct your personal data if they are inaccurate or incorrect.
It is important to us that we hold accurate information about you.

If you discover that any information we hold is incorrect, inaccurate, or incomplete,
please notify us and request correction.

Right to erasure (“right to be forgotten”):
If we process your personal data unlawfully, for example, longer than necessary
or without justification, you have the right to request their erasure.

Restriction of processing:

If you request rectification of your personal data or object to their erasure,

if their processing is unlawful, or if the controller no longer needs your data

but you require them to establish or defend legal claims,

or if you object to processing for other reasons, we will restrict the processing of your data
for the period necessary to resolve the matter.

Right to object:

If you believe that the controller has no right to process your personal data

or wish for an automated decision to be reviewed,

you may object to such processing.

We may continue processing only if we demonstrate compelling legitimate grounds
that override your interests, rights, and freedoms.

However, we may always process your data when necessary

for the establishment, exercise, or defense of legal claims.



Right to data portability:

You have the right to receive and request the transfer of your personal data

which you have provided to us, to another third party,

in a structured, commonly used, and machine-readable format.

This applies only to data obtained based on your consent or contract.

The right to portability does not apply to data processed under specific legal regulations.

Right to withdraw consent:
You have the right to withdraw your consent at any time.
Withdrawal does not affect the lawfulness of prior processing.

Right to object to direct marketing:
If you object to the processing of your personal data for direct marketing,
we will cease such processing.

Right to lodge a complaint:

If you believe that your personal data are processed unfairly or unlawfully,
you may lodge a complaint with the supervisory authority:

Office for Personal Data Protection of the Slovak Republic,
https://dataprotection.gov.sk, Hrani¢na 12, 820 07 Bratislava 27;
telephone: +421 2 3231 3214;

e-mail: statny.dozor@pdp.gov.sk.

7. VALIDITY OF THE INFORMATION

The information we are required to provide regarding our processing of personal data
may change or cease to be current. We therefore reserve the right to modify this document.
The current version of this Information will always be available on our platforms (www.gfi.sk).


https://dataprotection.gov.sk/
http://www.gfi.sk/

